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NO.1 What are the minimum bandwidth and latency parameters required for a high availability IBM
Security

QRadar SIEM V7.2.7 cluster to assure consistency of data if a company has disaster recovery in
another city?

A. 1 Gpbs of bandwidth and less than 2 milliseconds of latency

B. 2 Gbps of bandwidth and less than 5 milliseconds of latency

C. 4 Gbps of bandwidth and less than 2 milliseconds of latency

D. 10 Gbps of bandwidth and less than 5 milliseconds of latency

Answer: A

Explanation:

To configure high-availability (HA), you must consider the bandwidth and latency between the
primary

and secondary HA hosts.

If your HA cluster is using disk synchronization, the following conditions must be met:

* The connection between the primary and secondary HA host has a minimum bandwidth of 1
gigabits per

second (Gbps).

* The latency between the primary and secondary HA host is less than 2 milliseconds (ms).
References:
http://www.ibm.com/support/knowledgecenter/SS42VS_7.2.7/com.ibm.gradar.doc/c_gradar_ha_lin
k_band_latency.html

NO.2 Which two permissions are required to modify custom properties? (Choose two.)

A. Maintain Custom Rules

B. Normalized Event Properties

C. User Defined Flow Properties

D. User Defined Event Properties

E. Normalized Flow Properties

Answer: C,D

Explanation:

To create custom properties if you have the correct permission.

You must have the User Defined Event Properties or the User Defined Flow Properties permission.
References:
http://www.ibm.com/support/knowledgecenter/SS42VS_7.2.3/com.ibm.qradar.doc_7.2.3/c_qradar_
req_perm_cus_prop.htmi

NO.3 A Deployment Professional is asked to check on an anomaly that is based off of aggregated data
collected for the rule "Spike in Data Outbound”. When looking at the Top 10 Events of an offense and
clicking on the display icon for "Source Network is Users.Users_1", the available data shows in a
chart.

The Deployment Professional would like to examine the variation in the data in a linear manner.
Which chart type should be used?

A. Table

B. Pie Chart

C. Bar Chart

D. Time Series

Answer: D
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Explanation:

Time series charts are graphical representations of your activity over time.

References:
http://www.ibm.com/support/knowledgecenter/SSKMKU/com.ibm.qgradar.doc/c_qradar_time_ser ¢
hart_over.html

NO.4 What is the procedure to configure basic system settings on an IBM Security QRadar V7.2.7
system once

the System Configuration panel is accessed under the Admin Tab?

A. 1. System Settings > (Configure Settings) > Save 2. Admin Tab > Advanced > Deploy Changes

B. 1. Configure Settings > Save 2. Admin Tab > Advanced > Deploy Changes

C. 1. System Settings > (Configure Settings) > Save 2. Admin Tab > Advanced > Deploy Full
Configuration

D. 1. Configure Settings > Save 2. Admin Tab > Advanced > Deploy Full Configuration

Answer: C

Explanation:

Procedure to configure system settings.

References:
http://www.ibm.com/support/knowledgecenter/fr/SS42VS_7.2.1/com.ibm.qradar.doc_7.2.1/t_grad
ar_adm_conf_sys setting.html

NO.5 A Deployment Professional is asked to schedule the forwarding of events when the network is
quiet,

usually around 2 to 3 a.m. console time. The customer states that there is no restriction to bandwidth
on

the available 1 Gbp/s WAM connection during this time.

Which value should be used for the forward transfer rate?

A.0

B.1

C. 1,000,000

D. 10,000,000

Answer: A

Explanation:

For the forward transfer rate, a value of 0 means that the transfer rate is unlimited.

References:
http://www.ibm.com/support/knowledgecenter/SS42VS_7.2.7/com.ibm.gradar.doc/t_gradar_adm_
create_store_fwd_sch.html
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